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REDESIGN PROCESS

Organisations must combine 

process improvements with the de-

sire to fully embrace developments 

in technology

RETAIN STAKEHOLDERS

Organisations must engage 

stakeholders in business process 

redesign, which should increase the 

chances of successfully retaining

 those stakeholders

REINVENT PURPOSE

Organisations must challenge their

purpose and, as the pace of digital 

transformation increases the 

frequency of reinventing purpose

must match the speed of change

Achieving resilience is challenging and requires signifi cant board-level support, but achieving 
and maintaining resilience and successful digital transformation is even more challenging. 

The Roads to Ruin report published by Airmic in 2011 looked at 

high-profi le crises at companies whose reputations were conse-

quently destroyed

www.airmic.com/technical/library/roads-ruin-analysis.

The Roads to Resilience report published by Airmic in 2014 looked 

at how companies could avoid corporate catastrophe by learning 

from those who were leading the way in creating resilient organi-

sations www.airmic.com/.../library/roads-resilience-executive-sum-

mary. 

The report introduced the Airmic Resilience Model. 

Most organisations in the UK now rely on digital technology 

to function. The objective of the Roads to Revolution report is to 

provide advice for boards, executives and risk professionals who 

seek to manage risk and resilience in the context of the Digital Age 

www.airmic.com/library/roads-revolution-executive-summary.

The report makes the point that whilst, at face value, some 

defi nitions and practices for governance, risk and resilience might 

seem unaffected by the Digital Revolution, the underlying busi-

ness and organisatonal dynamics are so different from those of the 

past, they trigger the need for a major rewiring of all three.

Cass Business School, City of London University, studied a number 

of leading organisations that are active in the space of digital 

transformation. Research concluded that ‘walking the roads to the 

Digital Revolution’ is not an option, it is an existential must. 

The report argues that boards will need to deal with more than 

just cyber security issues. They will need to reskill and introduce 

new mechanisms to deal with risk and resilience to ensure effec-

tive governance, monitoring, strategic leadership and, ultimately,

 legitimacy for their organisation in the Digital Age.

As new technologies emerge, there may not be enough information 

on which to base reliable risk assessments of the intangible risks 

associated with digital technologies. Boards must be alert if risk as-

sessments of the risks associated with new technologies are directly 

compared to assessments of better understood, more traditional or 

tangible risks.

It is clear that technology represents signifi cant  transformational 

opportunities. Organisations will need to spend more time man-

aging and coordinating across different organisational boundaries, 

which in a digital environment, create risks that are more complex, 

connected, uncertain and ambiguous.

The research concluded with the need to extend the fi ve princi-

ples of the Airmic Resilience Model to include three additional 

resilience principles for digital transformation. These changes 

have resulted in the development of the Airmic Resilience and 

Transformation Model, which provides a comprehensive and 

coherent structure to enable organisations to embrace advances 

in technology. 

ROADS TO REVOLUTION

Looking longer term 

can encourage risk 

aversion. There is 

consequently a need 

to reward confi dent 

forward-looking 

behaviour to ensure 

commitment to 
constant business 
repurposing 
and evolution.
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Boards should seek assurance that the eight principles of

resilience and transformation are implemented. However, the 

conversation about resilience and digital transformation is most 

likely to focus on the associated business enablers within the 

organisation, rather than the principles. There are four types 

of organisational resilience: Integrative, Structural, 

Transformational and Contextual. Each type of resilience can 

be used to guide the board conversation on resilience and 

transformation. Although all four types of resilience are required 

for an organisation to achieve successful resilience, they represent 

an aspirational hierarchy. Integrative resilience is the strongest as 

it is from this point that the three other types of resilience are 

developed into creating a mature resilience agenda. 

One of the keys to an effective board is that it has a diversity of 

perspectives, based on a range of skills, knowledge and experi-

ence. Many industry sectors will change fundamentally in the next 

few years and a large part of that will be driven by technology. 

While the governance functions of monitoring, strategy and legit-

imacy remain valid, they need to be enhanced beyond the tradi-

tional approach described in the report as ‘legacy governance’.

Risk professionals must 

focus on strategic 

ambitions and commer-

cial priorities, master new 

technologies, understand 

business and technology 

dynamics, and partner the 

business as ‘time keepers’ 

helping to synchronise busi-

ness reactions with external 

realities.
Internal (Operational risk)

Changing business environment (Tactical risk)

External (Strategic risk)

Synchronise strategy, 

tactics and operations 

clock speeds

Source: Lanzolla, 2018
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Roads to Revolution makes 

the point that while some 

defi nitions and practices 

for governance and risk 

management might seem 

unaffected by the Digital 

Revolution, the underlying 

business and organisational 

dynamics are very different 

from those of the past.
Enablers 

Outcomes 

Resilience outcomes, 

principles and enablers of 

the Airmic Resilience and 

Transformation Model Roads to Revolution makes 

the point that while some 

defi nitions and practices 

for governance and risk 

management might seem 

unaffected by the Digital 

Revolution, the underlying 

business and organisational 

dynamics are very different 

from those of the past.
Enablers 

Outcomes 

Resilience outcomes, 

principles and enablers of 

the Airmic Resilience and 

Transformation Model

Principles
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