
willistowerswatson.com

Risk Culture in today’s business world 

Airmic Academy

Frederick Gentile – Director of Risk Engagement
Willis Towers Watson GB Risk Management

© 2020 Willis Towers Watson. All rights reserved. Proprietary and Confidential. For Willis Towers Watson and Willis Towers Watson client use only.

June 9, 2020



willistowerswatson.com

Agenda

WELCOME PRESENTATION Q&A
WEBINAR 

CLOSE

Patrick Smith 

AIRMIC

Frederick Gentile
Risk Engagement Director

10:00 - 10:05 10:05 - 10:45 10:45 – 11:00 11:00

Patrick Smith 

AIRMIC

?

2© 2020 Willis Towers Watson. All rights reserved. Proprietary and Confidential. For Willis Towers Watson and Willis Towers Watson client use only.

• Regulatory requirements for risk 

management

• Exploring risk appetite

• Can a common approach to ERM be 

established across the business?

• How can you contribute and develop 

risk culture in your organisation
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One way of looking at Risk Management

“Why does a car have brakes?”

“A car has brakes so that you go fast. If you got into a car 

and you knew there were no brakes, you’d creep around 

very slowly. But if you have brakes, you feel quite 

comfortable going 65 miles an hour down the street.”

John Reed
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Is ERM really effective?

The results show that firms with 

advanced levels of ERM implementation 

present higher performance, both as 

financial performance and market 

evaluation. Additional tests also 

corroborate the expectation that 

effective ERM systems lead to higher 

performance.

Enterprise risk management and firm performance: The Italian case

CristinaFlorioaGiuliaLeonib

Each year University of 

California holds an

Annual ERM Summit focused on 

their continuous effort in 

improving their ERM program by 

reducing their Cost of Risk.

Reduced the Cost of Risk from 

$18.46 per $1,000 of operating 

budget to $13.31 per $1,000 of 

operating budget.

Since 2003-2004 fiscal year, they 

have reduced Cost of Risk by 

$493 million dollars

https://www.erm-strategies.com/blog/wp-

content/uploads/2012/03/ERM-Application-Case-Studies.pdf

“Insurers engaged in 

ERM are valued 16.7% 

higher than other 

insurers”
The Value of Enterprise Risk Management: Evidence from the U.S. Insurance Industry 

Hoyt R, Liebenberg A. (2008)
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https://www.sciencedirect.com/science/article/abs/pii/S0890838916300221#!
https://www.erm-strategies.com/blog/wp-content/uploads/2012/03/ERM-Application-Case-Studies.pdf
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Spectacular Failures? 

‘while the CEO called for increased risk 

management, he never delivered. At the 

…………….., the company opted for cheaper 

and easier solutions in order to save time and 

money both before and after the explosion in 

2010.’

‘The project was cancelled in December 

2010, seven years after it had begun. At least 

£482 million will have been wasted, with no IT 

system delivered and as at March 2013, five 

of the nine regional control centres were 

empty and incurring maintenance costs.’ 

“But it was filmless photography, so 

management’s reaction was, ‘that’s cute—but 

don’t tell anyone about it.”

“Risk management was repeatedly overruled,” she 

added. “It was a shame because back in 1998 they 

were in trouble, and there was no need for them to 

have gotten themselves back into that spot by 2008.”

‘In the period leading up to the conclusion of the 

Franchise Competition, there were a number of 

warning signs that the procurement process was at 

risk. Legal advisers subsequently raised concerns 

that the Department may not have been entitled to 

apply discretion to the value of the subordinated loan 

facility when they found out that this had occurred. 

This advice was not escalated to members of the 

board investment and commercial subcommittee, the 

Permanent Secretary or ministers.’

This was the fourth-largest investment bank in America, but in September 2008 the company filed for bankruptcy. With 

$639 billion in assets and $619 billion in debt, the bankruptcy was the largest in history.

The problems in the subprime market should have alerted the organisation, but some serious downplaying by the Chief 

Financial Officer meant the warning went unheeded. Instead, the credit crisis signaled the start of the downfall. On 15th 

September 2008, the bank filed for Chapter 11 bankruptcy.
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Regulatory requirements for risk management
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THE UK 

CORPORATE 

GOVERNANCE 

CODE JULY 2018

The board should carry out a 

robust assessment of the 

company’s emerging and 

principal risks. Includes a 

description of its principal 

risks, what procedures are in 

place to identify emerging 

risks, and an explanation of 

how these are being managed 

or mitigated.

ISO31000:2018

Risk management 

— Guidelines

Principles, Leadership, 

emphasis on revision of process 

element, actions and controls at 

each stage of process, focus on 

feedback with external 

environment

Companies Act 

2006
Section 172 “director of a 

company must act in the way…. 

and in doing so have regard 

(amongst other matters) to the 

likely consequences of any 

decision in the long term.

Companies 

(Miscellaneous 

Reporting) 

Regulations 2018               
now requires all companies of a 

significant size, that are not 

currently required to provide a 

corporate governance statement 

to disclose their corporate 

governance arrangement.
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Financial Reporting Council Requirements (UK Corporate Governance Code) 
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4. (28) The board should carry out a robust assessment of the company’s emerging and 

principal risks.  The board should confirm in the annual report that it has completed this 

assessment, including a description of its principal risks, what procedures are in place to 

identify emerging risks, and an explanation of how these are being managed or mitigated.

4. (29) The board should monitor the company’s risk management and internal control 

systems and, at least annually, carry out a review of their effectiveness and report on that 

review in the annual report. The monitoring and review should cover all material controls, 

including financial, operational and compliance controls. 

THE UK CORPORATE GOVERNANCE CODE JULY 2018

Financial Reporting Council



willistowerswatson.com

ISO 31000:2018

International Standard BS ISO 31000:2018
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Risk Appetite

The Risk Appetite Statement sets the financial and non-financial limits or thresholds 

against which an organisations exposure to the major categories of risk can be 

controlled, measured, communicated and reported. 

These major categories of risk will vary but typically include Financial, Operational, 

Compliance and  Strategic.

The Risk Appetite Statement:

▪ Defines the level and types of risk an organisation is willing to accept in pursuit 

of strategic objectives

▪ Establishes risk escalation and reporting requirements in instances where the 

risk appetite is breached

▪ Is developed with input from senior management and approved by the ERM 

Committee and Board

▪ Applies to client-specific key risk areas on an organisation-wide level.

“The board should 

establish 

procedures to 

manage risk, 

oversee the internal 

control framework, 

and determine the 

nature and extent 

of the principal 

risks the company 

is willing to take in 

order to achieve its 

long-term strategic 

objectives.”

THE UK CORPORATE GOVERNANCE CODE

Financial Reporting Council, July 2018
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Risk Appetite examples

https://www.britishland.com/about-us/governance/risk-management/risk-appetite
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Risk Appetite examples

The Company has developed a risk appetite framework that reflects three distinct lenses: 

Strategic Risk Appetite, Operational Risk Appetite and Conduct Risk Appetite. These 

three lenses aim to capture the range and variety of risks that the Company will be 

exposed to, with specific risk appetite parameters identified and monitored for each lens.

The Strategic Risk Appetite lens is focused on current and future portfolio considerations, 

taking into account parameters such as country concentration or exposure to higher-risk 

countries. It also considers “long range” developments to monitor key assumptions or 

beliefs in relation to energy markets. The Operational Risk Appetite lens is focused on 

more material operational exposures and promotes both a more granular assessment of 

key risks that the organisation faces and the purposeful assessment of risk appetite. The 

Conduct Risk Appetite lens brings together a number of leading and lagging risk 

indicators, which help to provide a more holistic view of the culture of the organisation.

The financial framework sets certain boundary conditions in the consideration of risk 

appetite, as the financial resilience of the Company should logically inform the aggregate 

level of risk appetite that could be sustained.

https://reports.shell.com/annual-report/2018/servicepages/search.php?q=risk+appetite&pageID=97611
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https://reports.shell.com/annual-report/2018/servicepages/search.php?q=risk+appetite&pageID=97611
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Risk Appetite examples

https://www.lloydsbankinggroup.com/globalassets/documents/investors/2019/2019_lbg_annual_report_v3.pdf
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‘Network Rail has no appetite for safety risk exposure that could result in injury or loss of life to public, passengers and workforce. 

Safety drives all major decisions in the organisation. All safety targets are met and improved year-on-year. In the pursuit of its objectives, Network 

Rail is willing to accept, in some circumstances, risks that may result in some financial loss or exposure including a small chance of breach of the 

loan limit. It will not pursue additional income generating or cost saving initiatives unless returns are probable. The company will only tolerate low-

to-moderate gross exposure to delivery of operational performance targets including network reliability and capacity and asset condition, disaster 

recovery and succession planning, breakdown in information systems or information integrity.

The company wants to be seen as best in class and respected across industry. It will not accept any negative impact on reputation with any of its 

key stakeholders, and will only tolerate minimum exposure ie, minor negative media coverage, no impact on employees, and no political 

impacts.’
Network Rail Limited, Annual Report and Accounts 2015

Water Utility

Risk Appetite examples
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Some approaches to setting Board level risk appetite
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Qualitative approach
Using organizational core principles to set the bars e.g. 

“No tolerance for risks that may cause injury or endanger life”

“Grow business by acquisition, development and our active asset management strategy. This focus on   

our core strengths is balanced by a more cautious approach to risk in other areas.

Quantitative approach
Adopting defined metrics e.g. 

“No tolerance for any risk that exposes us to a loss of £10m> EBITDA”

“No tolerance for failure to comply with DWI reg 28 notice”

Priority based 
For example

“The Board has agreed five levels of risk priority and demands that risk appearing at the highest priority  

i.e. Very High does not fall within our risk appetite and must receive immediate and urgent attention and  

be referred to the Board”

Standard linked 

Aligning Risk Appetite to a regulator requirement e.g. Ofwat’s ‘Resilience in the Round’ framework



willistowerswatson.com

Case Study

Our client, a well known utility plc, has a well established Risk 

management framework. However, defining and agreeing Risk Appetite 

has always proved a challenge at Board level. 

We were asked to provide support on this requirement. 

Our initial approach was to suggest a quantitative based approach but 

this was deemed unsuitable given the wide variety of operations carried 

out by the company.

We then proposed a qualitative solution based on gauging views on risk 

and appetite from key functions at Board level. Once information has 

been collated and processed against existing company risk parameters  

a draft risk appetite statement would be prepared for presentation to the 

Board. 

This solution was well received and we are currently carrying out the 

individual Board member interviews. 
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What does our risk landscape look like today?

AIRMIC top 

five front-of-

mind risks

Business interruption following a cyber event 

Loss of reputation and/or brand value

Failure of operational resilience

Disease and pandemics

Loss or theft of personal data

World 

Economic 

Forum Short 

Term Risk 

Outlook
http://reports.weforum.org/glob

al-risks-report-2020/shareable-

infographics/

2020 Airmic annual survey
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Risk Culture

Barriers to ERM (new processes/technologies)

Source: 2020 Airmic annual survey
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But also..

• Tone at the top

• Complicated or infrequently used systems

• Ticking the box

• Silo working/different agendas

• Cultural resistance (What is it? Why do I need to do it?)

• Multiple jurisdictions

01

02

03

04

05

The level of investment needed

The perceived lack of added value

The digital maturity level in the organisation

The skills level within the department

Organisational resistance to internal change

Top 5 AIRMIC results
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Overcoming Barriers

▪ Get the basics right  A commonly agreed framework setting out role, 

responsibilities, benefits and processes, responsive event monitoring

▪ Integrate risk management across disciplines e.g. BCM, H&S, Audit

▪ Board ownership if senior management don’t believe the 

process is destined to fail

▪ Challenge the norm i.e. are risks still current? Are the scores 

valid? What about  interdependencies?

▪ Broaden horizons consider/evaluate Geopolitical 

risks, Black Swan events, extending time horizons

▪ Communicate, Communicate, Communicate!

▪ Stress Testing Assess risk impact & 

assumptions through scenario modelling 
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Can a common approach be established?

‘This document provides a common approach 

to managing any type of risk and is not industry 

or sector specific’

(BS ISO 31000:2018, 1. Scope)
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But remember ….

• The Risk Management process must be culturally aligned to the 

organisation.

• There must be buy-in at all levels.

• You must demonstrate cost effectiveness.

• The benefits need to be as tangible as possible.

• Whatever the process or approach ultimately it is about people. 
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Closing thoughts

Doing nothing 

is not an option

You have to 

understand 

your new risk 

environment

Engage 

Communicate

Demonstrate
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Each applicable policy of insurance must be reviewed to determine the extent, if any, of coverage for COVID-19. Coverage may 

vary depending on the jurisdiction and circumstances. For global client programs it is critical to consider all local operations and 

how policies may or may not include COVID-19 coverage.

The information contained herein is not intended to constitute legal or other professional advice and should not be relied upon in 

lieu of consultation with your own legal and/or other professional advisors. Some of the information in this publication may be 

compiled by third party sources we consider to be reliable, however we do not guarantee and are not responsible for the 

accuracy of such information. We assume no duty in contract, tort, or otherwise in connection with this publication and expressly 

disclaim, to the fullest extent permitted by law, any liability in connection with this publication. Willis Towers Watson offers

insurance-related services through its appropriately licensed entities in each jurisdiction in which it operates.

The information given in this publication is believed to be accurate at the date of publication shown at the top of this document. 

This information may have subsequently changed or have been superseded, and should not be relied upon to be accurate or 

suitable after this date.

Willis Towers Watson is a trading name of Willis Limited, Registered number: 181116 England and Wales. Registered address: 51

Lime Street, London EC3M 7DQ. A Lloyd’s Broker. 

Authorised and regulated by the Financial Conduct Authority for its general insurance mediation activities only.

Disclaimer
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About Willis Towers Watson

Willis Towers Watson (NASDAQ: WLTW) is a leading global advisory, broking and 

solutions company that helps clients around the world turn risk into a path for growth. 

With roots dating to 1828, Willis Towers Watson has 45,000 employees serving more 

than 140 countries and markets. We design and deliver solutions that manage risk, 

optimize benefits, cultivate talent, and expand the power of capital to protect and 

strengthen institutions and individuals. Our unique perspective allows us to see the 

critical intersections between talent, assets and ideas – the dynamic formula that 

drives business performance. Together, we unlock potential. Learn more at 

willistowerswatson.com.
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