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SESSION OVERVIEW
TUESDAY 7th NOVEMBER 14:30 – 15:45 Workshop B3 Room: City 1

Key points to cover:

✓ What is big data?

✓ How does traditional Risk Management 
differ from ERM?

✓ What drives a Risk Identification 
Framework?

✓ Where should a Risk Manager be focussing 
their energy?

✓ What should be on their checklist?
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What is ‘Big Data’ & why is it becoming so important?

Big data is too large, complex and dynamic for any conventional data tools to capture, store and manage. 
Challenging to use the volume, variety and velocity of data being generated

Big 
Data 

Trends

Impacts every business & 
function

Creates value

Increases competition, growth & 
productivity

Some sectors more impacted

Shortage of talent
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How is it impacting the risk industry?

Enterprise risk management uses many types of quantifiable and qualitative data to help identify, assess, 
and mange risk across the business. The value and expected use of data varies across organisations

Stochastic-based economic 
capital models adopted 
more broadly outside of 
Financial Services

Model risk management 
(MRM) is receiving 
extensive ERM focus
at present

Risk diversification 
measurement will become 
the single most important 
element in economic 
capital calculations

Source: Financial Times 
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So how can data add value?
Data means different things to different functions and businesses. At a strategic level organisations need 
summarised and meaningful information to aid decision making and highlight risk profiles  
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Who is using spreadsheets to monitor and 
track their risks?

ERM & Technology

Audience Reflection:
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What is the value of ERM?
Potential Upside With little Downside Risk

Advanced ERM
Companies

All Other
Companies

Better Informed Decisions 86% 58%

Greater Management Consensus 83% 36%

Increased Management Accountability 79% 34%

Smoother governance practices 76% 39%

Ability to meet strategic goals 76% 36%

Better communication to board 69% 52%

“The Potential Cost and Value of ERM” The Conference Board
Source: Matteo Tonello, Emerging Governance Practices in Enterprise Risk Management, 

The Conference Board R-1398-07-WG, February 2007.

https://www.conference-board.org/retrievefile.cfm?filename=TCB-DN-V5N5-13.pdf&type=subsite
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What is the value of ERM?
Real value

“2015 Aon Risk Maturity Index Insight Report”

http://www.aon.com/risk-services/thought-leadership/report-rmi-insight-nov-2015.jsp
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Where are you focusing your time?
Business risks that significantly impact execution of strategy are not Governance and Compliance

Source: CEB, and Harvard Business Review July-August 2015

86%
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So when should 
technology be 

considered?

Undeveloped Developing Established Embedded Optimised

Risk 
Management

in silos

No silos
One Risk View

Low

High

M
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ty

Time & Resources

Formal ERM Technology SolutionAd-hoc

ERM & Technology
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Where can technology apply?
Consider the ISO31000 ERM Process

• Notification

• Escalation

• Investigation

• Actions

Risk Event

•Framework

•Objectives

•Appetite

Context

•Risks

•Causes

•Impacts

•Controls

Identify
•Evaluation

•Effectiveness

•Test

Assess

•Response/Action

•Resourcing

•Planning

Treat/Avoid
•Key Risk 
Indicators

•Trending

•Risk Events

Monitor/Review
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ERM Capabilities
Going beyond pure compliance/checklist

Risk Hierarchy 
Support

Risk Assessments
Key Stakeholder 

Voting
Risk & Opportunity

Risk  Appetite Risk Scoring Risk Escalation Key Risk Indicators

Risk Events
Corporate 

Governance
Compliance/Audits Attestations



13

ERM & Technology
Focus Area – Visualise your risk landscape
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ERM & Technology
Focus Area – Visualise your risk landscape
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Board Level – Risk Visualisation

Showing the interconnectedness of risks and their ultimate financial impact on the business provides senior leadership with 
powerful insights into the impacts of decisions on organisations
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Operational Management – Identification & Modelling 

How do we use analytics to help our organisations optimise its insurance programme by 

measuring the volatility of the risk profile to ensure that the insurance arrangements in

place are economically efficient.
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ERM & Technology

• lower barrier for rolling out in the organizationEnterprise Support

• enables easier decision makingRise of visualisations

• help identify the unknownsAnalytic advances

• provide context and relevance to business decisionsEasier data integration

• Providing integrated risk management offerings 
from HSE, GRC and Insurance, Risk & Claims.

Technology convergence
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What are our data challenges? 

Despite the excitement surrounding data there are a number of challenges we face implementing a data 
driven approach to risk management. Asking the wrong questions or using the data in isolation can lead 
to poor decisions
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Tightly define 
the problem in 

a Business 
Context

Determine the 
Performance 

Indicators

Identify the 
Data Sources & 

Integration 
Methods

Analyse & 
Model

Gain Insights & 
Take Actions

What are the next steps?
Mapped against key considerations when using technology?

Assess current risk 
maturity

Engage board in 
expansion of ERM

Clear objectives & 
requirements

Evaluate & select 
appropriate solution
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Any Questions?


