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Information Security Basics

3 security principles for data:
– Confidentiality

– Integrity

– Availability

Each principle has its own risks:
– Confidentiality: data breach/disclosure

– Integrity: data alteration or partial
destruction

– Availability: total data destruction,
ransomware, DDoS
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Legislation, Then and Now

Then: UK Data Protection Act, 1997
• Maximum fines of £500k/1% annual turnover
• No breach reporting obligation
• No right to erasure
• No Privacy Impact Assessment requirements
• Consent for data collection can be opt-in or opt-out
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Legislation, Then and Now

Now: EU General Data Protection Regulation
• Comes into effect May 25, 2018
• Significantly increased fines:

• €20MM or 4% annual turnover for violations related to consent, data subject’s rights
• €10MM or 2% global turnover for failure to implement sufficient control measures, records 

maintenance, breach reporting
• 72 hour window to report a data breach
• Right to erasure provision
• Privacy assessment to determine impact to data subjects
• Revocable, opt-in consent
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Cybersecurity Risks

Question:

What are your top 5 perceived

cybersecurity risks?

According to a United Service Providers study in 2016:
– Insider Threats & Social Engineering

– Malware/Ransomware

– Cloud Computing

– Mobile Technology

– Skills Shortages
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Assessing the Risks

Insider Threats & Social Engineering

• Access to proprietary data can be exploited for financial gain

• Phishing & spear phishing, vishing, smishing

• I just found this USB stick out in the parking lot…

Malware/Ransomware

• Difficulty of prevention (0-days, the human element)

• Costly to clean up

• Inconsistent backup regimens

Cloud Computing

• Microsoft Azure, Amazon AWS

• New “fuzzy” perimeter presents challenges for traditional IT teams

• Where is my data? – easier to answer than you think
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Assessing the Risks, continued

Mobile Computing

• Smartphones, tablets, laptops, oh my!

• How do we protect the data on these devices?

Skills Shortages

• US Bureau of Labour Statistics: 209k unfilled cybersecurity jobs

• Cisco: 6MM cybersecurity jobs globally by 2019

• Symantec: Projected shortfall of 1.5MM by 2019
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Defining Security Measures

SANS Critical Security Controls cover:
– Information Systems Inventories

– Configuration Management

– Vulnerability Assessments and Penetration Testing

– Access Controls

– Incident Response and Incident Management
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Incident Response

A successful incident response and 
management approach includes:

– Defined plans

– Assigned roles

– Training and review

– Communications management

– Executive oversight and involvement

– Continuous feedback

Source: NIST 800-61 Revision 2
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Penetration Testing

Vulnerability Assessment

• Analyzes the information systems environment

• Reports on gaps in an organization’s technical security 
program

Penetration Testing
• Encompasses the information gathering element of a 

vulnerability assessment
• Actively exploits gaps in the security infrastructure to 

attempt a compromise
• Tests technical security measures as well as

incident response measures and other
established procedures

Source: NIST 800-115
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Costs of Data Breaches and Ransomware

How much does a cyber incident cost?
– Ponemon study: 

• $4MM USD/breach

• $129-$355 USD/record (reduced by 
$16/record when having an IR team)

– Target breach

But... this number is hard to estimate!
– Differing regulatory regimes

– Cost of containment? Fines? Cleanup? 
Remediation? etc.

Ransomware: When do we pay up?
– Often involve small sums (US$500)

– Is there any guarantee an attacker will actually 
unlock files?
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The Role of Cyber Insurance

• Assist in recovery of costs associated with management, communication, 
recovery of a cyber incident

• May already be covered by existing policy

– Though many policies have exclusions for cyber!

• Many insurers offering cyber policies have partners who can assist with incident 
response

• Cost of a breach can be extremely high; insurance can cover or at least offset 
this cost

• Can be an important part of an Incident Response plan
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Typical Cyber Insurance Premiums

Source: Deloitte
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Case Studies

Case 1: Preparation/Incident Response Planning Case Study

• Hedge fund COO meeting with investor

• Investor inquired about Incident Response plan testing

• COO replied that there was a recent breach:

– Via breach response experience, IR plan was executed, changes documented, clean-up performed.

– Success story! (Is it?)

• ODD team inquired if IRP had been tested:

– No table top exercises ever performed

– No run-through of incident response steps via penetration test

– Breach response “success” was really just luck

– Very embarrassing for COO

• Hedge fund was eventually funded:

– IR plan was required to be regularly tested and updated
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Case Studies, continued

Case 2: Data exfiltrated by former employee

• Employee had submitted their notice of departure

– Non-compete clause in place

– Employee was moving on to a competitor

• Employee’s system was searched for evidence of data leakage

– Evidence of upload to cloud storage provide found

• Open Source Intelligence (OSINT) showed that employee had posted on social media

– “I’m downloading a large amount of data from cloud storage… taking forever!”

• Evidence was likely used in order to enforce compliance with non-compete clause
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Case Studies, continued

Case 3: WannaCry Ransomware Attack

• Encrypts documents and requires a ransom to unlock 
them

• Initial injection vector was a poorly-
configured/Internet exposed service

• Propagates using NSA-developed exploits abusing 
previously unknown flaws in Microsoft Windows SMB 
protocol

• Uses “kill switch” domain to determine if it should 
execute

• US DHS advises not to pay ransom to attackers

• Attribution difficult, but likely points to North Korean 
origin
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Case Study 3

Cleanup:

• Disconnect all affected systems from network

• Disable/block related network traffic and update technical security policies

• Patch unaffected/vulnerable systems

• Re-image affected systems

• Restore from backup

– What if we don’t have backups? Painful lesson learned!
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Audience Exercise: Incident Response

• 4 groups, 1 scenario per group

• Walk through detection, triage, evidence gathering, mitigation/containment, eradication, recovery

• Discuss what was expected, unexpected, lessons learned 
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Final Q&As
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