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Agenda

Objective: To discuss and hopefully answer the following questions:

= Why is risk governance important?

= How do risk committees fit into corporate risk governance?
= What is the role and responsibility of the risk committee?

= What makes an effective risk committee?

= How will risk committees need to adapt in the future?

What are your expectations?
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Why risk governance?

__DID YOU LOSE MONEY? CHECK OUR LIST OF 500 MUTUAL FUNDS TO FIND OUT

ENRON

How millions of innocent Americans
Wi, lost their life savings

™3
Sk b VR |

E .

Ex-Chiol Executive Officer
Joffrey Shilting testifies
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Corporate crises continue to have a significant impact

How VW tried to cover up the emissions
scandal

By Theo Leggett 0
Business correspondent, BBC News 0

© 5 May 2018 f © ¥ [ < shae

Diesel emissions scandal

Corfu children's deaths: Thomas Cook
'breached duty of care’

f © v & <shae

Bell Pottinger reputation muddied by South
African scandal

§] City PR firm and international influencer admits ‘deep concern’ over work for Guptas

Parents Sharon Wood and Neil Shepherd: "

7 — =3 S 1 {
Protesters outside the Gupta family home in Saxonwold © AFP
Joseph Cotterill in Johannesburg and David Bond in London JULY 7, 2017 [z & m
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More company incidents are turning into full-blown corporate crises

Average number of headlines
signaling corporate reputation risk’

570

130

1990-99 2000-09 2010-16

Source: https://lwww.mckinsey.it/idee/are-you-prepared-for-a-corporate-crisis
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S11
billion

2010

Major penalties?
paid by corporations
for US regulatory
infractions

$59

billion

2015

Recalled vehicles
in US auto industry

53
million

20
million

2010 2016
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We’'re operating in an increasingly unpredictable environment

Underlying company insolvencies increased
compared with the previous quarter...
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Source: https://www.gov.uk/government/collections/insolvency-statistics
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201901 -

% change
e from Q4

Q1 2018

4,188 ¥ 11.2%
4,187 1+ 6.3%

2,822 ¥ 17.8%
2,821 t+ 6.2%

822 l 2.7%

544 " 25.0%

...and were higher than the same period in 2018

Underlying company
insalvencies fell back this
quarter

A decrease in underlying
CVLs has driven this fall

Compulsory liquidations
decreased

Other insolvencies reached
their highest level for 5
years
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Corporate risk governance has been maturing over the last 30 years

Corporate Governance has been refined over the last 30 years in response to numerous corporate scandals where executives

have mislead shareholders and the public. Risk committees are becoming increasingly common

Corporate Scandal

BARINGS

tyco
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Code of best practice
recommended
including Audit
Committee

&

Cadbury Report

©

Director
remuneration
disclosure
including
remuneration
committee

Combined Code of
practice

1998

Hampel Report

e —

Greenbury Report

o

Internal controls
environment to
meet code

&

Turnbull Committee

Role of NEDs
defined

Higgs Review

—

Guidance

&

Revised Turnbull

@

The UK
Corporate
Governance
Code

=

Revised internal
control guidance

for Directors

@

Risk & Viability

@

Comprehensive
Code Review

T e S

Boardroom Diversity

Audit Updates

@
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Effective risk governance can add significant value

In partnership with Wharton Business School, Aon run a Global Risk Maturity Index. The tools provides a unique benchmark on
data related to risk maturity, specific to all aspects of risk frameworks including people, process & system.

Perf 2015 M Perf 2016
30% [

20% |

10% |

0% | | | M | | |
b ./.\.”

-20% [

Stock Price Performance

-30% |

-40% 1.5 2 2.5 3 3.5 4 4.5 5

Risk Maturity Score

Source: https://lwww.aon.com/rmi/default.jsp
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What are the components of risk maturity?

Aon defines risk maturity across 10 areas. The concept of the risk committee is the fundamental principle linking the elements
together to provide a holistic view of which risk to transfer, control, avoid or finance and provides a communication channel to the

Board

Board Understanding &
Commitment to Risk
Management

Executive Level Risk
Management Stewardship

Risk Culture: Engagement &
Accountability

Risk Identification
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Stakeholder Participation in
Risk Management

Risk Information & Decision
Making Processes

Integrating Risk
Management & Human
Capital Processes

Risk Analysis &
Quantification to Understand
Risk & Demonstrate Value

Risk Management Focus on
Value Creation
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Where do risk committees fit into a risk governance framework?

Board of Directors

* Strategic objectives
* Governance framework
* Risk appetite

Top down

Integrated GRC Approach
Connecting top management risk vision
with operational needs and reality

Risk policies

Internal control system
Roles and responsibilities
Risk management system
Risk register

Bottom up
-

Business processes
¢+ Controls
Reporting

Copyright Aon UK Limited. All rights reserved.
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4 Core Areas of Risk Management

Governance Framework: aligned with the Company's strategic objectives,
providing top level oversight by the Board, clear ownership and
accountability for risks, appropriate independence to various risk
stakeholders as well as clear escalating and reporting channels.

Risk Management System: details the Company's strategic objectives in
documented Risk Policies. For each and every risk, day-to-day concrete
limits and operational checkpoints as well as functional identification,
measurement, mitigation and monitoring processes are documented.

Internal Control System based on a process map, defining the
architecture of processes required to manage the Company in accordance
with its Governance and risk management frameworks.

Risk Register combining operational and risk management processes to

deliver a descriptive analysis of all material risks threatening at least one of
the Company's global strategy objectives.

AON
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But it depends on the organisation...

Three lines of defence defines governance, risk and assurance across three levels of control. Risk & Assurance work from the second line of
defence to monitor the robustness of the control framewaork. But this depends on the organisation

Risks

Strategic

Financial

Operational

Regulatory

Risk Control Levels & Ownership

Audit

e Financial Control

Assurance
Risk Management & Senior
Insurance Management
Quality Management
Compliance

Management Controls &
internal control measures

Operational
Management

Copyright Aon UK Limited. All rights reserved.
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Governance

Chief Risk Officer

Overall responsibility for risk management
Champions ERM process
Develops risk culture and chairs risk committee

Global/ Company Risk Committee

Oversight of risk management programme
Oversight of global framework implementation
Review, monitor and follow up on strategic and
significant operational risks e.g. supply chain,
including emerging risk issues and trends
Review risks with Board on an annual basis
Oversight of risk financing strategy and programs

Regional/Business Unit/ Risk Committees

Performs consolidation and reporting of key risks to
the Global Risk Committee

Facilitates RM processes

Ensure best practice risk management is adhered to
Reviews and updates BU RM policies as required
Oversight of ERM implementation and coordination

AON
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A significant percentage of companies informally oversee risk

Has your Board

of Directors ora 120 - I Yes, formalty [l Partiallyfinformally (1 Don'tknow [l No
Board Committee 1

established a 4 = .
policies on risk % :
oversight and

management?

All Asia Pacific Europe Latin America Middle East & Africa North America

Policies on risk oversight and management by revenue (in USD)

I Yes, formaly [l Partialy/informally - Don’tknow il No

<18 18- 4.98 5B-9.98 108 - 14.98 158-19.98 208 -2498 258+

Source: https://www.aon.com/2019-top-global-risks-management-economics-geopolitics-
brand-damage-insights/index.html q
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Although formal risk management departments are on the increase

Does your
organization have
a formal risk
management /
insurance
department/
function?

Formal risk management/insurance department by revenue (in USD)

100

20

Bl Yes i No
E 88% 91% 95% 88% 93% 95%
12%
5% 7% 5%
AL-2019  All-2017 <18 18-498  SB-9.98  10B-14.98 15B-19.98 20B-24.98  25B+

Source: https://www.aon.com/2019-top-global-risks-management-economics-geopolitics-

brand-damage-insights/index.html
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Detailed guidance on risk committees is difficult to find

FINANCIAL FCAWebste PRA Ruiebo
CONDUCT
AUTHORITY

-:r-e WhatsNew Insiumenis Forms  Guides

a = Board risk committees are becoming
increasingly common since publication in 2012

= SYSC Chapter 21 provides some guidance

= The September 2014 FRC guidance on Risks &
Control has increased focus

= But once established the board risk committee
needs to tailor it’s role to enhance the
organisation risk framework

Guidance

Corporate Gavemnance

@ Financial Reporting Council

insiruments

September 2014

SYSC 21.1 Risk con
e Guidance on Risk Management,

[IShow timefine
bl Internal Control and R~ "=
Content Options Sysc21.1.1 - -
o] e 8 and Business Reporti &5
O Legal Instruments 07/03/2016 o £_/}\j_,)

Enterprise Risk Management
Integrating with Strategy and Performance

Executive Summary

POPULAR STANDARDS

1SO 31000 RISK MANAGEMENT

More Resources:

[ Handbook Publicaions
{2 Consultafion papers

icks affecti - b
Risks affecting organizations can have PREVIEW OUR

consequences in terms of economic performance STANDARDS

and professional reputation, as well as

oS

June 2017

Source https://www.frc.org.uk/getattachment/d672c107-b1fb-4051-84b0-
f5b83al1b93f6/Guidance-on-Risk-Management-Internal-Control-and-Related-

Reporting.pdf Am
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Question 1: What do you think is the role of the risk
committee? (5 minutes discussion then feedback)

Copyright Aon UK Limited. All rights reserved Aw
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Risk Coalition — Risk guidance paper in consultation

Risk committee roles and responsibilities continue to evolve as the market recognises the increasing importance of good risk

management linked to performance. The risk coalition is developing a consultancy document on risk principles

The Risk Coalition would like to
thank the following sponsors
and supporting organisations
and observers who have
contributed to the production of
this consultation document.
Their support and inputs have
been invaluable and are greatly
appreciated.

Sponsors and supporting organisations

= ()
HERMES Crowe \ O’

Banker

IE
Chartered Institute of
/a '

Internal Auditors
=

a2 @
airmic Rl
CISI oren SRS TR

I® Institute
and Facult
m o

company

Observers
@ Financial Reporting Council
ANKING
B S \NED ' Board

Boaro

THE FSK COALTION RESEARCH COMPANY

Source: https://riskcoalition.org.uk/consultation
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8 BOARD RISK
COMMITTEE

PRINCIPLES

16

AON

Empower Results®



Risk Coalition - Risk committee role & responsibilities (In consultation)

Board accountability

The board risk committee is
an advisory committee® to the
board. Its aim is to facilitate
focused and informed board
discussions on risk-related
matters. The board retains
ultimate accountability for the
adequacy and effectiveness
of the organisation’s risk
management arrangements.

Risk culture and
remuneration

The board risk committee
should consider and periodically
report to the board whether the
organisation’s purpose, values
and board-approved risk culture
expectations are appropriately
embedded in the organisation’s
risk strategy and risk appetite,
and are reflected in observed
behaviours and decisions.

Source: https://riskcoalition.org.uk/consultation

Copyright Aon UK Limited. All rights reserved.

Composition and
membership

The board risk committee should
be formed of independent non-
executive directors and apply
chair, membership, competence,
performance evaluation and
succession planning criteria as
outlined in the UK Corporate
Governance Code (‘the Code’)
for board committees.

Risk information and
reporting

The board risk committee should
assess and advise the board on
the quality and appropriateness
of the organisation’s risk
information and reporting.

Aon UK Limited is authorised and regulated by the Financial Conduct Authority.

Risk strategy and risk
appetite

The board risk committee should
provide the board with advice on
the continued appropriateness
of the board-set risk strategy
and risk appetite in light of the
organisation’s purpose, values,
corporate strategy and strategic
objectives.

Risk management and
internal control systems

In conjunction with the audit
committee (where relevant),

the board risk committee

should monitor and periodically
advise the board on the

overall effectiveness of the
organisation’s risk arrangements.

Principal risks and
continued viability

The board risk committee should
assess and advise the board

on the organisation’s principal
current and emerging risks

and how these may impact the
organisation’s corporate strategy
and strategic objectives, and the
continued viability of its business
model.

Chief risk officer and risk
function independence
The board risk committee should
safeguard the independence and
oversee the performance of the
chief risk officer and the second
line risk function.

AON
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Risk Coalition - Underpinned by risk function principles

Group risk
functions

Innovation
| and change

THE 9
RISK FUNCTION
PRINCIPLES

Risk function
independence
and
) effectiveness

Corporate
strategy and
objectives

Source: https://riskcoalition.org.uk/consultation
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Independent

\ risk oversight

Risk
reporting

Independent
perspective

Risk
governance

AON
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Question 2: What challenges do you see to effective
risk committees? (5 minutes discussion then
feedback)

Copyright Aon UK Limited. All rights reserved Am
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What makes an effective risk committee?

Characteristics

= Has the right people with the right skills

» Understands the breadth of risks facing the company

= Clear roles and responsibilities

= Appropriately mature risk framework and processes

= Access to resources — human and financial — to fulfil mandate
= Access to high quality risk information

» Regular communication with key stakeholders i.e. regulators
»= Ongoing education and periodic evaluation

Useful Methodology & Tools?

Board & Committee Risk Reviews Risk Information Systems Committee Effectiveness Evaluation

Delivering valua

is hghly i and drivan by live voi
genemtes results that are visible to the gmup for calibration.
promote a high from a

INPUT USER OUTPUT

cross-functional team perspective,
The workshap does not require any si i company, except for

BOARD
> Risk commitiee
RISK DATA Nk complies

> Risk appetite statements

Deliverables Strategic Objective xxx

Chjectie being
reuawed

The confdence
> Risk registers

> Key performance indicators SENIOR
> Key risk indicators MANAGEMENT
> Insurance ciaims information > Finance
> Loss and near miss >m
information

Fisk descripions

> Security
alngside their
awenge

> Risk survey data

g > Compliance
lkelihood and > Customer Interaction patterns
Impact scores
> Purchased data
helped 10 identiy the > Data sourced from the intemet
s and cloud OPERATIONAL
MANAGEMENT

> Individual risk owners.
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Question 3: How do risk committees need to change
for the future? (5 minutes discussion then feedback)
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Aon Risk Survey - Top 10 risks in the next three years

2019 Top 10

2

Damage to
reputation/
brand

Source: https://www.aon.com/2019-top-global-risks-management-economics-geopolitics-

brand-damage-insights/index.html
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Cash flow/liquidity

1

Economic
slowdown/
slow recovery

3 &

Accelerated rates
of change in
market factors

Business
interruption

6

Cyber attacks/
data breach

3 9

risk

needs

10

Regulatory
legislative changes
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Failure to innovate /
meet customer

Projected 2022

|

Economic
slowdown/
slow recovery

2 3 4

Accelerated
rates of change

~ in market
factors

T

T Cyber attacks/ T Commodity
""" data breach ==== price risk

5 6

Failure to

innovate [ 4
meet customer ———
needs

Increasing
competition

8 9

Failure to

attract or 1 Cash flow/
retain top ---- liquidity risk

talent

$ Damage to
reputation /
brand

| Business
---- interruption

22
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Aon Risk Survey - Top 5 risks in the next 3 years by region

Top 5 risks in the next 3 years by region

Middle East
Asia Pacific Latin America & Africa Morth America

Economic slowdowny/slow Accelerated rates of changein  Accelerated rates of change in - Economic slowdowny/slow Cyber attacks / data breach

TeCOvVery market factors market factors TROONETY
2 Cashflow [ liquidity risk Economic slowdown/slow Commodity price risk Cyber attacks | databreach  Failure to innovate | meet
TECOVETY customer needs
3 Increasing competition Commadity price risk Economic slowdown/slow Exchange rate fluctuation Failure te attract or retain t
.. g compe Ly pr q ap

Please indicate recovery talent
what you
pEl’GEiVE the 4 Aﬁ:ﬁ;?;:ﬁ of changein  Cyber attacks [ data breach Cash fiow | liquidity risk Commadity price risk &;ﬁ:}kﬂmﬁmﬂdm
TOP FIVE KEY
RISKS_ tﬂt-yﬂur il 5 Damage to reputation | brand  Increasing competition Business interruption Palitical risk / uncertainty Aging workforce & related health
organization wi issues
be three (3) years
from now
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Summary

Objective: To discuss and hopefully answer the following questions:

v" Why is risk governance important?

v" How do risk committees fit into corporate risk governance?
v" What is the role and responsibility of the risk committee?
v" What makes an effective risk committee?

v How will risk committees need to adapt in the future?
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Any Questions?
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