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AIRMIC Conference Workshop,  12 June 2017 

JOIN THE DISCUSSION 

Go to: slido.com 

Enter Code: HDI2017 



Confidentiality 

This document contains – if not already published in financial statements, annual or 

quarterly reports – confidential and sensitive information/business secrets regarding the 

insurance business or certain relations of the Talanx Group. 

As the intended addressee of this information you are obligated – not only by labour 

regulations but also by regulatory laws (in this case also subject to penalty) – to keep this 

information strictly confidential, both within the company and particularly in relation to third 

parties. 

We herewith duly inform you of this matter, even though we believe that for you as an 

employee of the Talanx Group the responsible and confidential handling of sensitive 

information would go without saying. 

In case of any further questions regarding specific details, please do not hesitate to contact 

the Group Legal Department in Hannover. 
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Cyber Breach – Not If, But When 

Get Involved! 

Go to: slido.com 

Enter Code: HDI2017 
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Cyber Breach – Not If, But When 

 

“But, nobody wants what I 

have…” 
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Cyber Breach – Not If, But When 

REMINDER to Get Involved! 

Go to: slido.com 

Enter Code: HDI2017 
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The Insurer 

Peter Hawley 

Cyber Underwriter 

HDI Global SE - UK 
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The Insurer 

 Peter Hawley 

 

 Cyber Underwriter with responsibility for Cyber Insurance at 

HDI Global in the UK 

 

 Member of the team who developed HDI Global’s Cyber+ 

product in London 

 

 Worked in insurance for 14 years 

 

 Founder committee member of the Cyber Insurance 

Association 

 

   @EC3Cyber 
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The Buyer 

Nick Andrews 

FCII, CFIRM, Chartered Insurance Risk Manager 

Head of Insurance Risk 

E D & F Man Holdings Limited 
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The Buyer 

 Nick Andrews 

 

 Head of Insurance Risk – E D & F Man Holdings Limited 

 

 Manage a team of insurance and risk personnel to provide 

global insurance policies across marine and non-marine 

disciplines 

 

 Worked in insurance for 30 years – Broker, Client, Insurer 

(underwriting and risk management) 
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E D & F Man Holdings Ltd (MAN) Cyber Introduction 

Why? 
• MAN Incidents. 
• Third party incidents. 
• Banks/Lenders interest. 
• Everyone talking about it. 
• Risk Committee asking - is a Private 

Company like MAN really at risk? 

What did we do? 
• Reviewed internal protections : 

• Safeguards limited. 
• Internal capability limited 

• Buy-in from Main Board Director. 
• 3 professional organisations tendered. 
• Chose Source8 for deep down review. 
• Ensure all divisions open for interviews. 

Project overview 
• Identify inherent cybersecurity risk by 

assessing complexity & business 
criticality of the technology. 

• Evaluate maturity of current controls 
and effectiveness. 

• Analyse likelihood & quantify impact. 
• Produce rec’s to align desired residual 

cyber risk with MAN’s tolerance. 

Recommendations 
• Loss scenarios completed. 
• 42 Rec’s split 0-3, 3-6 & 6-12 months. 
• Lot of low hanging fruit (password/m. sticks). 

 

Actions 
• New Cyber Employee. 
• Cyber committee - board level. 
• Monthly reviews and reporting of rec’s. 
• Risk & Insurance on Committee. 



The Cyber Security Specialist 

Stuart Peck 

Head of Cyber Security Strategy 

ZeroDayLab 
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The Cyber Security Specialist 

 Stuart Peck 

 

 Head of Cyber Security Strategy – responsible for Threat 

Intelligence, Research, and Education programs for 

ZeroDayLab globally 

 

 Passionate about educating organisations and executives on 

the latest attacker trends facing businesses today and how to 

combat them 

 

 13 years industry experience in Information Security, known 

for being a subject matter expert on the Dark Web and Open 

Source Intelligence (OSINT) 

 

 Creator of award winning “situational threat awareness” 

training program 

 

         @cybersecstu 
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The Cyber Security Specialist 
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1 Billion Records 419 Million Records 

360 Million Records 164 Million Records 

152 Million Records 85 Million Records 



The Cyber Security Specialist 
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The Cyber Security Specialist 

UTC Country Presentation <Country>, speaker, 26 July 2016 24 

Threat Landscape… Dark Web 

Public Web 4% web 
content- i.e. accessible 
through Google.  

Deep/Dark web approx. 
96% of digital universe is 
on the Deep Web 
protected by passwords 
or encryption.  

Cyber Criminals and 
Hackers attack companies 
using Spear Phishing, 
Drive-By Downloads to 
gain access to network 

Cyber Criminals steal 
sensitive information   

£ $ 
Cyber Criminals sell data on the 
dark web market place. The 
current going rate for 1 persons 
PII is $200- or 0.14 in BitCoins 

Cyber Criminals use data 
to commit more 
crime/fraud such as 
Vishing, or identity 
theft.  
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The Legal Adviser 

Hans Allnutt 

Partner 

DAC Beachcroft LLP 
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The Legal Adviser 

 Hans Allnutt 

 

 Partner at DAC Beachcroft and leads their Cyber & Data Risk 

team 

 

 Advises clients on the legal aspects of cyber, data breach and 

privacy 

 

         @legallnutt 
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The Legal Adviser 

30 

Legal aspects of cyber and data risk 

A variety of legal 
exposures 

Service Interruption 

• Contractual breaches 

• Regulatory (NIS Dve) 

 

Affected data & information 

• Duties of confidentiality 

• Regulatory (Data Protection - 

GDPR, PECR, FCA, PRA) 

• Industry Specific (Payment 

Card, Healthcare) 

  

Suppliers 

Employees 

Regulators 

Data 
Subjects 

Investors 

Customers 

Data 
owners 

Owed to a variety 
of stakeholders 

General Data Protection Reg’n 

• 25 May 2018 

• Fines 4% Turnover/EUR20m 

• Mandatory breach notification 



The Legal Adviser 
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GDPR Breach Notification Requirements 

Notify ICO/DPA 
• Unless the personal data breach is unlikely 

to result in a risk to the rights and freedoms 

of natural persons 

• Notification must be made within 72 hours of 

the organisation becoming aware of it.  

Notify Data Subjects 
• All organisations must notify data subjects of 

breaches that are likely to result in a high 

risk to the rights and freedoms of individuals. 

• Notification to individuals must be made 

without undue delay. 

Personal Data Breach 

A breach of security leading to the accidental or unlawful 

destruction, loss, alteration, unauthorised disclosure of, or access 

to, personal data transmitted, stored or otherwise processed. 

• Document any personal data breaches, comprising the facts relating to the personal data 

breach, its effects and the remedial action taken, to enable supervisory authority to verify 

compliance. 

• Failure to notify can result in a fine of up to EUR10m or 2% of annual global turnover. 

Accountability 



Cyber Breach – Not If, But When 

Scenario 1 

 

Ransomware 
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Scenario 1 – Ransomware 
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Threat Level – High 



Scenario 1 – Ransomware 

UTC Country Presentation <Country>, speaker, 26 July 2016 34 
Source Bleeping computers 



Cyber Breach – Not If, But When 

Scenario 2 

 

Distributed Denial of Service 

(DDoS) attack 
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Scenario 2 – DDoS attack 

Scenario 2 
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Scenario 2 – DDoS attack 

Scenario 2 
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Cyber Breach – Not If, But When 

Scenario 3 

 

Data / Intellectual Property 

Theft 
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Scenario 3 – Data / Intellectual Property Theft 
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Evaluate 

Plan 

Practice 

Test 

Use 

 

• Who needs to know (roles)?  

• Who does not need to know (does the 

CEO need to know everything)? 

• What are the escalation triggers? 

• How will you communicate (email, 

phone, alternative)? 

• Who is responsible for making 

decisions and do they have authority? 

• How will they make decisions – what 

information do they need? 

• When does this all need to be done by?  

 

Data Breach Planning 



Scenario 3 – Data / Intellectual Property Theft 
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GOLD 

Internal Data Breach Plan 

48hrs 

Actions Roles <Time 
Insider List 

External shareholders 

Regulatory Notifications 

Legal Engagement 

CEO + C-Suite 

Extend Providers 

Legal forensic, PR, Notification 

Triage  

& Log SILVER 24hrs 

Actions Roles <Time 
Project Name 

Privilege 

Incident Classification 

Immediate Actions and 

Recommendations 

Ops 

Legal/Comp 

HR  

Internal Comms 

BRONZE 12hrs 

Actions Roles <Time 

Second review of triage 

Log “near misses” 

 

BU Head 

IT 

Finance 

Either of: 

Legal  

Compliance 

IT Business Services 

Close 

& Log 

Honesty 

Box 



Cyber Breach – Not If, But When 

 

Final Thoughts 
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Cyber Breach – Not If, But When 

“One of the things I say to people is that [when you’re] 

employing 70,000 people worldwide, providing public 

services, there is one thing that I can guarantee you:  

 24 hours a day, 365 days a year, someone 

 somewhere is doing something really stupid.” 

    Nicholas Soames OBE, Serco plc 
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